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Abstract: The integration paradigm of cloud computing-wireless networks is focused by possible 
application situations.  We initiate a novel and authentic trust as well as reputation calculation and 
management system meant for the integration of cloud computing-wireless networks. Induced by 
including commanding data storage as well as data processing abilities of cloud computing as well as 
ubiquitous data gathering ability of wireless networks, cloud computing-wireless networks integration 
have gained increased  attention from various communities.  The proposed system will attain functions 
such as authentication of cloud service as well as sensor network providers to keep away from malicious 
impersonation attacks; managing of trust and reputation concerning service of cloud service as well as 
sensor network providers; and assisting cloud service users to select desirable cloud service providers and 
assisting them in selection of suitable providers of sensor network. 
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I. INTRODUCTION 
These wireless sensors are focused due to their 
huge potential in several areas which might modify 
traditional means for people to interrelate with 
physical world. The providers of sensor network 
will offer sensory data that is collected by 
organized wireless networks towards cloud service 
providers. Providers of cloud service will make use 
of   commanding cloud to process the sensory 
information and subsequently offer processed 
sensory data towards cloud service users [1]. Cloud 
computing allows suitable access for shared pool of 
computing resources that might be provisioned by 
means of minimum effort of management. Wireless 
sensor technology consists of spatially distributed 
sensors that sense physical or else environmental 
conditions. Hence cloud service users can contain 
permission to their necessary sensory information 
by just simple client to access cloud. Our work 
concerns authentication of cloud service providers 
and sensor network providers, which is an ignored 
but an essential issue within cloud computing and 
wireless networks integration.  In our work we 
introduce a novel and authentic trust as well as 
reputation calculation and management system 
meant for the integration of cloud computing-
wireless networks. In this novel paradigm, 
providers of sensor networks are data sources for 
providers of cloud service, as well as cloud service 
user’s act as data requesters for providers of cloud 
service [2]. For state of the art, there is no trust as 
well as reputation calculation and management 
system that explain cloud computing-wireless 
networks integration and our work is the initial one 
to manage trust as well as reputation for integration 
of cloud computing and wireless networks and 
moreover authenticates providers of sensor network 
and providers of cloud service.  
II. METHODOLOGY 
To the best of our information, there is no study 
that has analyzed the authentication in addition to 
trust and reputation of sensor network and cloud 
service providers for cloud computing-wireless 
networks integration. For decreasing this gap, we 
make an attempt for analyzing authentication of 
sensor network and cloud service providers as well 
as trust and reputation concerning services of 
sensor network and cloud service providers. We 
introduce a novel and authentic trust as well as 
reputation calculation and management system 
meant for the integration of cloud computing-
wireless networks. Cloud computing-wireless 
networks integration has considered a lot of 
attention in several areas by inclusion of 
authoritative data storage as well as data processing 
abilities of cloud computing in addition to data 
gathering ability of wireless networks.  In our work 
we explore trust as well as authentication and 
reputation calculation as well as management of 
cloud service and sensor network providers, which 
are two extremely important and hardly explored 
issues concerning cloud computing and wireless 
network integration. Cloud service providers will 
make use of   commanding cloud to process the 
sensory information and subsequently offer 
processed sensory data towards cloud service users. 
Sensor network providers will offer sensory data 
that is collected by organized wireless networks 
towards cloud service providers.  When 
considering authenticity of cloud service as well as 
sensor network providers; attribute prerequisite of 
cloud service user as well as providers of cloud 
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service; cost, trust, in addition to reputation of 
service of cloud service providers as well as 
providers of sensor network, proposed authentic 
trust as well as reputation calculation and 
management system will attain three functions such 
as authentication of cloud service as well as sensor 
network providers to keep away from malicious 
impersonation attacks; managing of trust and 
reputation concerning service of cloud service as 
well as  sensor network providers; and assisting 
cloud service  users to select desirable cloud 
service providers and assisting them in selection of 
suitable providers of sensor network [3].  
III. AN OVERVIEW OF PROPOSED 
SYSTEM 
The proposed system includes authentication of 
cloud service as well as providers of sensor 
network and afterwards considers authenticity of 
cloud service as well as sensor network providers; 
attribute prerequisite of cloud service user as well 
as providers of cloud service; cost, trust, in addition 
to reputation of service of cloud service providers 
as well as providers of sensor networks [4]. 
Proposed system will attain three functions such as 
authentication of cloud service as well as sensor 
network providers to keep away from malicious 
impersonation attacks; managing of trust and 
reputation concerning service of cloud service as 
well as sensor network providers; and assisting 
cloud service users to select desirable cloud service 
providers and assisting them in selection of suitable 
providers of sensor network based on authenticity 
of cloud service as well as sensor network 
providers; attribute prerequisite of cloud service 
user as well as providers of cloud service; cost, 
trust, in addition to reputation of service of cloud 
service providers as well as providers of sensor 
network. Our work is the first work that explores 
trust and reputation computation and management 
system by verification for cloud computing and 
wireless network integration, which distinguishes 
newness of our work and its impact on present 
schemes that integrates cloud computing and 
wireless networks. We introduce a novel and 
authentic trust as well as reputation calculation and 
management system meant for the integration of 
cloud computing-wireless networks. Present 
methods in cloud computing and wireless networks 
integration focus simply on authentication of users 
or else data. Dissimilar from these methods, our 
work will concern authentication of cloud service 
providers and sensor network providers, which is 
an ignored but an essential issue within cloud 
computing and wireless networks integration. 
During authentication of cloud service providers 
and sensor network providers, malicious attackers 
might impersonate reliable cloud service providers 
to communicate with users of cloud service to 
communicate with cloud service providers [5]. 
However unreliable sensor network providers 
might offer requested service for an extremely 
short period unexpectedly. The trust as well as 
reputation is altered in proposed system regarding 
newcomers as well as participants that have 
revealed high-quality behaviours for long time 
hence, it is tough to cheat truthful customers by 
permitting them simply to select new comers. Then 
users of cloud service and cloud service providers 
cannot finally attain any service from false 
providers. Meanwhile, trusts as well as reputation 
of actual cloud service and sensor network 
providers are moreover impaired by false 
providers. In Management of cloud service 
providers and sensor network providers, it is simple 
for users of cloud service to prefer cloud service 
provider by low trust as well as reputation [6]. 
Then the service from providers of cloud service to 
users of cloud service fails to be delivered 
relatively often. However cloud service providers 
might simply chose unreliable sensor network 
providers that delivers service that cloud service 
providers requests by an intolerable large latency.  
 
Fig1: Cloud computing-wireless networks 
integration scenario. 
IV. CONCLUSION 
In the earlier works, there is no study that has 
analyzed the authentication in addition to trust and 
reputation of sensor network and cloud service 
providers for cloud computing-wireless networks 
integration. There are several studies performed on 
trust or else reputation of cloud. Here we introduce 
a novel and authentic trust as well as reputation 
calculation and management system meant for the 
integration of cloud computing-wireless networks.  
Regarding trust in cloud computing-wireless 
networks integration, the related work is focus on 
how trust management might enhance security of 
cloud included sensor network. Modern techniques 
of cloud computing and wireless networks 
integration focus simply on authentication of users 
or else data. Projected system will attain three 
functions such as authentication of cloud service as 
well as sensor network providers to keep away 
from malicious impersonation attacks; managing of 
trust and reputation concerning service of cloud 
service as well as sensor network providers; and 
assisting cloud service users to select desirable 
cloud service providers and assisting them in 
selection of suitable providers of sensor network.  
We inspect trust as well as authentication and 
reputation calculation as well as management of 
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cloud service and sensor network providers, which 
are two extremely important and hardly explored 
issues concerning cloud computing and wireless 
network integration.    
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